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Footsteps Trust: Cybersecurity and Web Filtering Policy Statement
1. Purpose and Commitment

Footsteps Trust is committed to ensuring a secure digital environment that supports
safeguarding, promotes educational outcomes, and protects all users—particularly children
and young people. As part of our statutory duties and responsibilities under Keeping Children
Safe in Education (KCSIE), the Prevent Duty, and the UK GDPR, we have implemented a robust
cyber and information security framework.

This policy statement outlines the technical controls in place to safeguard users from online
risks, prevent unauthorised access to systems, and maintain the confidentiality, integrity, and
availability of data.

2. Cybersecurity Tools and Measures

To meet our safeguarding obligations and ensure the safety of students online, Footsteps Trust
uses the following technologies:

a. Firewalls

Footsteps Trust operates a centrally managed firewall solution to:
e Monitor and control network traffic.
e Detect and block suspicious or malicious connections.
e Preventunauthorised access to internal systems and data.

o Apply content filtering rules to restrict access to inappropriate or non-educational
websites.

This firewall is an essential tool in our safeguarding and cybersecurity strategy.
b. Microsoft Intune (Endpoint Manager)

We use Microsoft Intune to manage and secure all devices used by students and staff. Intune
enables us to:

e Enforce security compliance on devices (e.g., password policies, encryption).
o Deploy approved applications and block unauthorised ones.
e Configure safe browsing settings, including the enforcement of web filtering policies.

e Remotely monitor, manage, and wipe devices when necessary.
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For student devices, Intune is configured to ensure age-appropriate access to digital content
and to block websites that pose a risk to safety, mental health, or learning outcomes.

c. ESET Endpoint Security

All devices are protected by ESET, a comprehensive antivirus and endpoint protection solution.
ESET provides:

o Real-time malware, ransomware, and phishing protection.

e Regular system scans and security updates.

e Centralised monitoring of endpoint health.

o Proactive threat detection and incident response capabilities.

This ensures that devices used by students and staff are protected against known and emerging
cyber threats.

3. Website Filtering and Online Safeguarding

Footsteps Trust places a strong emphasis on online safety. We have implemented advanced
content filtering using a combination of firewall rules and Intune configurations. These filters:

e Block access to harmful and inappropriate websites (e.g., pornography, violence,
extremist content, gambling).

e Preventaccess to social media, gaming, and streaming services during learning hours,
unless specifically approved for educational use.

e Comply with the standards set out in DfE guidance on safeguarding children from
harmful online content.

Web filtering is reviewed and updated regularly to reflect evolving risks and ensure alignment
with our safeguarding strategy.

4. Compliance and Monitoring

We monitor device usage and network traffic to ensure policy compliance. Logs are retained in
line with data protection legislation and are available for safeguarding investigations where
required.

All staff receive regular training on online safety and data protection. Students are taught about
responsible internet use and are made aware of the protections in place.
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5. Review and Oversight

This policy is reviewed annually and/or in response to significant changes in legislation,
technology, or risk. The Trust’s leadership team, in conjunction with our designated
safeguarding leads and IT service provider, oversee the effectiveness of our cybersecurity and
filtering systems.
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